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Abstract—Wireless Mesh Networks (WMNSs) are have secured a significant position in the
technological world due to their unique characteristics. These networks are dynamic, self-
healing, and self-organizing in which the nodes reflexively set-up and maintain mesh
connectivity with each other. Having these characteristics, WMNSs enjoy great benefits such
as low-upfront costs, reliability, and prompt troubleshooting. Despite all these fringe
benefits, one of the greatest challenges in wireless mesh networks is that they are exposed to
a number of hazardous security vulnerabilities. In this paper we investigate WMNs security
attacks, security goals and various defense mechanisms for defending the attacks.

Index Terms— Wireless mesh network, Protection mechanisms, Security attacks,
performance improvement, Design problem, Multi-radio multi channel network.

|. INTRODUCTION

The Internet and wireless networks are heading towards finding out faster, simpler, and more efficient ways
to get the users connected. WMNSs are one of the key technologies to provide a solution in this perspective.
These networks are dynamically self-organizing, self-healing, and self-configurable. They help to realize the
future of network connectivity anywhere and anytime. These networks consist of two basic types of mesh
networking nodes called mesh routers and mesh clients. These mesh clients not only function as hosts but
also route information packets. Client nodes such as laptops, PDAs, and desktop PCs possessing wireless
network interface card (NICs) can communicate directly with mesh routers to keep the users connected
anywhere and anytime. In a WMN, mesh routers are usually static (or have minimum mobility) while mesh
clients are either static or highly mobile. Mesh routers can be categorized into access, backbone, and gateway
mesh routers. Mesh clients approach a mesh network through access mesh routers while the mesh backbone
is connected to the Internet through gateway routers. These functionalities can coexist in a single router.
Communication in a wireless mesh network is of multi-hop nature in which nodes behaving as routers
forward packets on behalf of other nodes that are not in the direct transmission range of their destinations.

WMNs have many advantages other wireless networks. Deployment of WMNs is very easy. Wireless Mesh
Networks (WMNSs) are replacing wireless Infrastructure networks in many areas because of their lower cost
and higher flexibility. Despite the benefits that can be achieved through wireless mesh networks, security is
always a big concern to their users and administrators. Without a satisfactory level of security, users are
reluctant and lack motivation to use services provided by WMNs. These networks cannot achieve
distinguishable popularity and success in the technological world unless providing overwhelming security
and reliable services to their users. Security schemes that have been developed for WLANS are not suitable
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enough to be incorporated in WMNSs as there is no centralized trusted authority in WMNSs to distribute the
public key. Thus there is need of new security protocols and schemes should be developed for WMNSs.

Il. WIRELESS MESH NETWORKS ARCHITECTURE

In terms of architecture and design, wireless mesh networks can generally be classified into three groups:
infrastructure-less, infrastructure, and hybrid networks. These are briefly discussed in the following
discussion.

A. Infrastructure-less / Client WMNSs

Infrastructure-less mesh networks are one-tier networks in which client nodes participate in routing
architecture and construct the real network. In addition to routing, network configuration functionality is also
performed by these client nodes which eliminate the need of any special router. A wireless ad hoc network
can be an example of infrastructure-less mesh networks [1].

B. Infrastructure/Backbone WMNs

In contrast to the infrastructure-less mesh, infrastructure mesh networks consist of a backbone of mesh
routers and are two-tier networks. This backbone or infrastructure can be built using any of the various
wireless radio technologies such as the IEEE 802.11. In these networks, mesh routers perform the routing
functionalities and provide access to the users and clients. They behave as access points for the conventional
clients. Usually, mesh routers in these networks use two levels of communication: backbone communication
and user’s communication.

C. Hybrid WMNs

Hybrid mesh networks provide combined functionalities of infrastructure and infrastructure-less networks. In
addition to mesh routers, mesh clients also participate in routing by either connecting to a mesh router or by
meshing with other mesh clients. This property of mesh clients enhances the coverage of the mesh backbone

[2].
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Figure 1.1. Hybrid WMN

I1l. CHARACTERISTICS OF WMNS

Wireless mesh networks are multi hop networks and provides much coverage range. Like if one node is
failed or turns off then through other nodes message can be transmitted to destination nodes that function
provides the redundancy in the mesh network. They have capability of self healing and self forming and self
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organization and provide support for Ad Hoc Networking. As we have multi-hoping so it achieves higher
throughput, and more efficient frequency re-use. They provide low cost for installation because the reduction
of the number of access points to internet so the main advantages of WMNSs is that easiness of deployment.
Multiple type of network access like support for internet and p2p communication as well. Provide
compatibility with existing wireless networks like WiMax, Wi-Fi, cellular networks. It has flexible network
architecture. [4].

IV. APPLICATIONS OF WMNSs

In order to prove the need and importance of WMNs, we now discuss some of the applications of

these networks. A WMN can be deployed to render a wide variety of applications.

00 Building automation: Different electrical devices such as fans, lights, and air conditioners etc. should
be monitored in a building. Usually wired networks are used for this purpose which is of course
expensive. The replacement of access points for building automation and control networks with mesh
routers will reduce the cost and simplify the deployment.

[0 Metropolitan area networks (MANS): These networks might also be useful in MANS. It provides the
higher transmission rate at the physical-layer as compare to other networks such as cellular networks.
Like the transmission rate of IEEE 802.11g nodes is 54 Mbps. Economically it is a best alternative for
underdeveloped regions and broadband networking.[3]

[0 Enterprise networking: This type of networking can be of any scale. It can be a small office, a
medium-sized company within a building, or a large-scale network with multiple buildings. Replacing
access points with mesh routers can eliminate the necessity of Ethernet wires. Moreover, WMNSs can
easily expand with the size of the enterprise.

[0 Broadband home networking: Similar to enterprise locations, broadband home networking is
accomplished by using WLANSs and the standard IEEE 802.11 protocols. Home networks using access
points usually have zones with no coverage. Performing site surveys and installing multiple access points
are expensive and impractical.

[0 Community and neighborhood networking: In most cases, the architecture used in communities for
network access uses cable or DSL connected to the Internet and at the end-user's side a wireless router is
connected to any of these two options. Accessing the network in this way raises many issues.

00 All traffic must flow through the Internet which reduces network resource utilization significantly.
[0 Some areas in the neighborhood are not covered by wireless services. WMNs overcome all these
limitations by providing flexible mesh connections between homes and communities [9].

[0 Security surveillance systems: To deploy surveillance systems at public and private premises such as
company buildings, shopping malls, and grocery stores etc., WMN is a more feasible solution than wired
network. Due to the frequent transfer of images and videos, these systems demand high network capacity
which can be efficiently managed by WMNSs

All these applications demonstrate the importance of WMNSs in the real world. While these networks provide

great benefits to the society but because of their diverse application and properties, they also bring forth

security vulnerabilities which lead to several kinds of severe attacks on these networks [5].

V. SECURITY IN WIRELESS MESH NETWORKS

Security issues and the potential of WMNs are cannot be ignored. Due to dynamic change of network
topology, distributed network architecture and shared wireless mediums WMNSs lacks in security solutions.
Attacks can occur on different protocol layers which can harm the network traffic and data. In wireless mesh
there are different types of architecture which may uses different approaches for wireless mesh security
purpose [6].

A. Basic Prevention

The primary issues which are very necessary for privacy preventions are as follows:-
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[0 Data Confidentiality Its main purpose to prevent from eavesdropping and protect the data against the
attacks .It is controlled by intermediate mesh routers. The algorithm by which one can protect the data
from misbehaviors is message encryption.

00 Traffic Confidentiality Traffic confidentiality is quite difficult to prevent against the attacks. For traffic
confidentiality users must know that to whom they are communicating and their traffic patterns must be
followed by the communicators. It is usually occurred by the attackers at mesh routers while traffic
transfer. By following the key distribution mechanism WMNs can overcome on this type of attacks. [7]

B. Mesh Security

802.11s is a standard which will be followed in future for all kind of commercial mesh products. Right now
mesh products are using different approaches for security and many of them may be derived from existing
ad-hoc security mechanisms. 802.11s is a standard which will be based primarily on 802.11i security
mechanisms.

Confidentiality

In this the whole path should be protected and message should not be altered during the communication.
Users must know each other for secure communication. The message and data information should not be
disclosed. The data is only revealed to the intentional users in order to maintain the confidentiality of some
classified information. Routing information must remain confidential as the information might be valuable
for enemies to identify and locate their targets in a battlefield in some cases.

Availability

Insurance of authorized user actions can be done for secure communication. Provide the reliable delivery of
data to the destination node. Protect the message and data against DoS (Denial of Service). This security
requirement is challenged mainly during the DoS attacks, in which all the nodes in the network can be the
attack target and thus some selfish nodes make some of the network services unavailable. A DoS attack could
be launched at any layer of the network [8].

Authentication

In WMNSs authentication is very important because of change of shared medium. Authenticity is
essentially assurance that participants in communication are genuine and not impersonators. A proper
mechanism should be followed for data sending and receiving. Users must know each other because
it very necessary for reliable transmission of data. Without the use of an authentication mechanism,
the adversary could impersonate a benign entity and thus gain access to confidential resources.

Authorization

Users have the right to amend the data. If anybody wants to perform any task then there should be a
proper process which ensures that the person have right to perform that task. Authorization is a
process in which an entity is issued a credential by the trusted certificate authority. It is generally
used to assign different access rights to different level of users.

Integrity

Integrity guarantees that a message being transferred will never corrupt. Integrity can be
compromised mainly in the following two important ways [10]:

[0 Malicious altering - such as an attacker altering an account number in a bank transaction

[0 Accidental altering - such as a transmission error.

Access Control

User should ensure that only authorized actions can be performed, like if one cannot have
authorization of changing the message then that user must be communicate with administrator for
performing that task which he/she wants to perform.
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Non-repudiation

It ensures that the sender and the receiver of a message cannot deny that they have ever sent or received such
a message. Non-repudiation is useful for detection and isolation of a node with some abnormal behavior. For
instance, when node-A receives an incorrect message from node-B, non-repudiation allows node-A to accuse
node-B using this message and to convince other nodes that node-B is compromised.

V1. VULNERABILITIES AND ATTACKS IN WMNS

Security in wireless networks can be of two types: information security and network security. Security
attacks in WMNSs can generally be categorized into two classes: passive and active attacks. Here we briefly
explain the most common types of security attacks that can jeopardize any WMN [11, 12]

A. Passive Attacks

Attackers in passive attacks are usually hidden and try to tap in the communication channels to get
unauthorized data access. In these attacks, the adversaries, rather than actively injecting or manipulating
information, just listen to the communication of benign nodes for their own benefits. These types of attacks
are usually against data confidentiality. Examples of passive attacks are passive eavesdropping and traffic
analysis.

Passive Eavesdropping

This attack is successful when communication between benign nodes is in plain text. Unencrypted data can
be easily eavesdropped by tapping the wireless communication. For example, an adversary can tap
information about credit cards, passwords, and other confidential data while this information is being
transmitted over a wireless link.

Traffic Analysis

In addition to the contents of data packets, the traffic owing pattern can also be beneficial for the adversary.

The traffic analysis can be done using the following techniques:

[0 The carrier is sensed at the physical layer and a particular node is observed for its incoming and outgoing
traffic.

[0 The headers of frames can be analyzed for routing details and topology of the network.

[0 Transmission of packets by a node can be correlated to find the routing path in addition to the source and
destination nodes.

[0 In a clustered environment, analyzing the traffic of a cluster coordinator (cluster head) might be useful
for the adversary.[9]

B. Active Attacks

In addition to passive attacks, adversaries can execute even worse type of attacks categorized as active
attacks. In these attacks, the adversary manipulates the communication or operation in the network by
forging, altering, blocking, or re-routing messages. Active attacks not only compromise data confidentiality,
but also affect data integrity. Active attacks can be broadly categorized into four types:

Physical Attacks

This includes damage to hardware, electromagnetic pulse attacks, and micro-probing etc. Physical attacks
against hardware can be a serious issue. When nodes are unattended and can be physically reached by the
adversary, tampering techniques such as micro-probing, laser cutting, focused ion-beam manipulation, glitch
attacks, and power analysis can be used to attack the hardware [13]. This tampering can also help in
masquerading and attacks.

Misbehaviors
Nodes may show selfishness to gain unfair shares of resources or deny to pay for charged services. Salem et
al. [14] discuss various attacks against the charging schemes in multi-hop networks providing these services:
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[0 Dishonesty: In multi-hop networks, intermediate nodes are required to relay the packets to others.
Rewarding mechanisms such as “paying' can be designed in this regard. A dishonest node may try to
prove that it was involved in the forwarding but actually it is not.

[0 Denial of usage: A node may refuse that it has carried out any communication mentioned on the
payment bill.

[0 Piggybacking: Intermediate nodes on the route between a source and a destination may piggyback their
own packets on to the ongoing communication to avert bill payment.

Unauthorized Access

When a node starts communicating in a WMN, it first needs to be authenticated and authorized to join and
use services of the network. If the authorization and authentication mechanisms fail in the process, any
unauthorized node can get access to the network.

Message Forgery and Replay Attacks

Attackers can modify the actual message contents maliciously or resend the acknowledged message.
These attacks manipulate the message integrity. Adversaries can inject forged messages into the
network, resulting the network protocols to malfunction.

Man-in-the-middle Attack

An adversary can try to reside between mesh clients and mesh routers or two mesh routers to
intercept and manipulate their communication. For example, an adversary can set up a rogue mesh
router to induce other routers or clients to communicate with it. This vital attack can compromise
both information and network security and can affect any type of nodes (routers or clients).

Sleep Deprivation and Packet Dropping Attacks

An attacker may drain the battery of victim notes which will ultimately destroy the computational
power of the victim node. If a node is not relaying the packets then packet dropping attack can also
be occurred.

Impersonation attack

This attack creates a serious security risk in WMNSs. If proper authentication of parties is not
supported, compromised nodes may be able to join the network, send false routing information, and
masquerade as some other trusted nodes. A compromised node may get access to the network
management system of the network; and it may start changing the configuration of the system as a
legitimate user who has special privileges. Security mechanism of impersonation attacks could be to
apply strong authentication methods in contexts where a party has to be able to trust the origin of data
it has received or stored.

Denial of Service

A denial of service (DoS) or distributed denial of service (DDoS) attack affects the availability of the

network services or simply partitions the network[15]. It decreases a network's ability to perform

accurately according to its anticipated capacity in a timely manner. DoS attacks could happen at all

the layers in the protocol stack from the physical to the application layer. Some well-known examples

of DoS attacks at different protocol layers are channel jamming, wormhole attack, fooding, Sybil

attack, black hole, and gray hole attacks. Here we briefly define some of these attacks.

¢ Flooding Attack and Jamming Attacks: An attacker can send a MAC control messages to its neighbor
users so due to that neighbor can suffer with the DoS problem. It can also affect the victim node’s battery
and channel bandwidth. Jamming Attacks may affect the performance of wireless networks. To
overcome on this type of attack one can use RTS signal jamming. This is also known as DoS on the
victim nodes.

o Wormholes Attacks (WHA): WHA can be severely problematic. The WHA forms a tunnel connecting
different parts of the network , thus tricking stations adjacent to one end of the wormhole into believing
that they are neighbors with stations at the other end. At first sight, a wormhole appears beneficial
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because it optimizes traffic flow across the mesh. The threat is that it also permits an adversary to
conduct active traffic analysis and large scale DoS attacks[16].

e Black hole attack and Gray whole attack: An adversarial node may drop all packets it is supposed to
forward to other nodes. A successful attack may block all the communication around the victimized
node. Gray whole attack: A malicious node may drop selected packets from the received packets and
forward all the others. This makes it difficult to be detected. This attack is also called selective
forwarding attack.

e Sybil attacks: A type of attacks where a node creates multiple illegitimate identities in sensor networks
either by stealing or fabricating the identities of legitimate nodes. It can be used against topology
maintenance and routing algorithms another malicious factor is geographic routing where a Sybil node
can appear at more than one place simultaneously.

Routing Attack

There are many attacks which can harm the routing tables and disturb the route traffic. Followings are the

unique attacks which can come in wireless mesh networks:-

[0 Routing table overflow attack: an attacker attempts to create routes to nonexistent nodes with intention
to create enough routes to prevent new routes from being created or to overwhelm the protocol
implementation. This attack could also lead to resource exhaustion or DoS attack.

[0 Byzantine attack: an invalid operation of the network initiated by malicious nodes where the presence
of compromised nodes and the compromised routing are not detected. This attack will eventually result
in severe consequences to the network as the network operation may seem to operate normal to the other
nodes.

[0 Location disclosure attack : this attack reveals something about the structure of the network to the
locations of nodes such as which other nodes are adjacent to the target, or the physical location of a
node.

Thus the routing mechanisms of WMN must be secured. The usual mechanism, to ensure integrity of data, is

using hash functions and message digest [17].

VII. SECURITY

Similar to mobile ad hoc networks, WMNs still lack efficient and scalable security solutions, because their
security is more easily compromised due to several factors: their distributed network architecture, the
vulnerability of channels and nodes in the shared wireless medium, and the dynamic change of network
topology. Attacks in different protocol layers can easily cause the network to fail. Attacks may occur in the
routing protocol such as advertising wrong routing updates. The attacker may sneak into the network,
impersonate a legitimate node, and not follow the required specifications of a routing protocol. The same
types of attacks as in routing protocols may also occur in MAC protocols. For example, the backoff
procedures and NAV for virtual carrier sense of IEEE 802.11 MAC may be misused by some attacking
nodes, which causes the network to always be congested by these malicious nodes. Attackers may also sneak
into the network by misusing the cryptographic primitives. A widely accepted counter-attack measure is
authentication and authorization. For wireless LANS, this is taken care of by authentication, authorization,
and accounting (AAA) services directly over the access point or via gateways. However, AAA is performed
through a centralized server such as RADIUS (remote authentication dial-in user service). Such a centralized
scheme is not applicable in WMNSs. Moreover, security key management in WMNs is much more difficult
than in wireless LANSs, because there is no central authority, trusted third party, or server to manage security
keys. Key management in WMNs needs to be performed in a distributed but secure manner. Therefore, a
distributed authentication and authorization scheme with secure key management needs to be proposed for
WMNS.

To further ensure security of WMNs, two more strategies need to be considered: embedding security
mechanisms into network protocols such as secure routing and MAC protocols, or developing security
monitoring and response systems to detect attacks, monitor service disruption, and respond quickly to
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attacks. For a secure networking protocol, a multi-protocol layer security scheme is desired, because security
attacks occur simultaneously in different protocol layers. For a security monitoring system, a cross-layer
framework also needs to be developed. How to design and implement a practical security system, including
cross-layer secure network protocols and various intrusion detection algorithms, is a challenging research
topic.

VI111. CONCLUSION

WMNs have become an important focus area of research in recent years owing to their great promise in
realizing numerous next-generation wireless services. However, the property of being a multi-hop network
with intermediate relay nodes puts the level of security in these networks into high risk. Hence, these
networks become extremely vulnerable to intense information disclosure and network misuse attacks such as
eavesdropping, man-in-the-middle attacks, and DoS attacks. In addition, malicious nodes or users might also
become a threat. It is therefore required to have an efficient protection mechanism that can mitigate the
severity of these attacks and provide seamless authentication scheme with least possible overhead. However,
if these security issues are efficiently handled, these networks have the ability to provide multiple services to
their users concurrently such as online banking, community based file sharing, and live video streaming etc.
Thus this survey presents various security issues and challenges in WMN, describe the major security
requirements for the wireless mesh network and protection mechanisms to the security issues in the WMN
are analyzed.
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